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V/v 156 héng bao mat Microsoft SharePoint i o 5 z v ~
gCVE-2025-53770 Ha Ngi, ngayZ9 thang 7 ndm 2025

- Cac B9, Co quan ngang B9, Co quan thudc Chinh phu;
- Van phong Trung uvong Pang, Van phong Chu tich
nudce, Van phong Quoc hoi, Toa 4an nhan dan toi cao,
Vién Kiém sat nhan dan toi cao, Kiém toan Nha nudc;

Kinh gui:

- UBND cac tinh, thanh phé truc thugc Trung vong; ‘

- Céc Tap doan kinh té, Téng Cong ty Nha nude, cac
Ngan hang TMCP; cac to chire tai chinh.

Ngay 19/7/2025, Microsoft di cong bd thong tin vé 16 hong bao mat nghiém
trong CVE-2025-53770 trong san pham Microsoft SharePoint On-premises, cho
phép ddi tuong tan cong thuc thi ma tir xa. San phém nay cua Microsoft dugc sur
dung pho bién trong cac hé thong thong tin co quan, té chirc nha nudc; ngan hang,
té chire tai chinh, tap doan, doanh nghiép va cac céng ty 1én. Pac biét, 16 hong
nay cé thé da, dang va s& duoc cac nhém tin cong cé chu dich (APT) sir dung dé
khai thac dién rong trong thoi gian nay. Thong tin cu thé vé 16 hong nhu sau:

- biém CVSS: 9.8/10; Mic do: Rét nghiém trong;

-L& héng khai thac 161 bo qua xac thuc duoc kich hoat béng cach dat header

“Referer” thanh “/_layouts/SignOut.aspx"”. Sau d6 duoc khai thac dé kich hoat
thuc thi ma tir xa thong qua webshell “/_layouts/15/ToolPane.aspx™.

- Lb héng anh huéng dén cac phién ban Microsoft SharePoint Server 2019
va Microsoft SharePoint Enter, rise Server 2016. Bién phap khic phuc 15 héng 1a
cap nhat cac ban va hodc sir dung cac bién phap giam thiéu nguy co tin cong.
Ngay 21/7/2025, Microsoft di dua ra cic ban va bao mat can thiét (tham khao
trang web cua hang: https:/msrc.microsoft.com/blog/2025/07/customer-

guidance-for-sharepoint-vulnerability-cve-2025-53770/).

Nhim dam bao an ninh mang cho hé théng thong tin cia cac co quan, gép
phén bao dam an ninh mang cho khdng gian mang Viét Nam, Bo Cong an y€u cau
cac co quan don vi chi dao thuc hién:
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1. Kiém tra, ra soat va xac dinh may chu sir dung phién ban SharePoint cé
kha nang bi anh huéng. Thyc hién cép nhat ban va biao mat cho cac may bi anh
hudng theo huéng dan cia Microsoft.

2. Tang cuong giam sat va sdn sang phuong an xi 1y khi phat hién c6 dau
hiéu bi khai théc, tan céng mang; dong thoi thudng xuyén theo ddi kénh canh béo
kip thoi cta cac co quan chirc ning va céac td chic 16n vé an ninh mang dé phat
hién kip thoi cic nguy co tan cong mang.

3. Trong truong hop phat hién ddu hiéu tan cong mang khai thac 16 hong
bao mat trén, dé nghi cac don vi lién hé Trung tdm An ninh mang quéc gia, Cuc
An ninh mang va phong, chéng tdi pham str dung cong nghé cao, B Cong an dé
bdo cao su ¢ va duoc hudng dan hd tro, dién thoai: 0593.505.999, thu dién tu:
contact@nca.gov.vn.
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- Nhur trén;

- B Quéc phong;

- Ban Co yéu Chinh phu;

- D/c B trudng (dé bao cdo);
- Luu: VT, A05.
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